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MWHUCTEPCTBO OBPA30OBAHUA U HAYKU POCCUACKOW ®EOEPALIMU

OENAPTAMEHT FOCYOAPCTBEHHOW MONMUTUKU B COEPE
OBLLErO0 OBPA30BAHUA

nuMcbmo
oT 14 mana 2018 r. N08-1184

O HANPABNEHMXA MH®OPMALIMA

[enaprameHT rocygapCTBeHHOM MONMMTUKM B cdepe obuwero obpasosaHna MuHoGpHayku Poccum
HanpaBnser pOnd cBedeHus paspaboraHHble BpemenHon komwuccmen Coseta Pepepaumm no  passuTuio
WH(OPMaLMNOHHOIO obLiecTBa MeToOUYECKME PEeKOMeHOauuM O pasvelleHMM Ha WMH(OPMAaLMOHHBIX CTeHAaX,
oMU mManbHbIX MHTEPHET-CaUTax U ApPYrMx MHAOPMAaLMOHHBLIX pecypcax obeobpasoBaTenbHbIX OpraHM3aunin 1
OpraHoB, OCYLUECTBMSAIOLWMX ynpaeneHve B cdepe oOpasoBaHus, MHdopmMauun o Ge3onacHoM MOBEOEHUU U
ncnonb3oBaHnn cetn "HTepHeT".

Ounpektop [lenaptameHTa
A.E.NMETPOB

MpunoxeHune

METOAWYECKUE PEKOMEHOALIMU
O PA3SMELLIEHAM HA MHOOPMALIMOHHBIX CTEHOAX, O®ULIMATNBHBIX
WHTEPHET-CAWTAX W APYTUX UHOOPMALIMOHHBIX PECYPCAX
OBLLEOBPA3OBATENlbHbIX OPFAHM3ALIMA U OPTAHOB, OCYLLIECTBSIOLLINX
YMPABMNEHVE B C®EPE OBPA30BAHUS, WH®OPMALIMM O EE3OMACHOM
NOBEAEHUMA W UCMOMNb30OBAHUU CETU "MHTEPHET"

Okcnepramm 1 uyneHamu BpemenHow komuccum Coseta Pepepaumm no passuTMio MHEOOPMALMOHHOMO
obLecTBa B paMKax BbIMOMMHEHNSA PEKOMEHAALL NI NapfaMeHTCKMX CriylaHui "AKTyanbHble BONPOChl o6ecrneyeHuns
©e3o0nacHOCTM 1 pas3BuTKsa geTen B MHOpMaL MOHHOM NpocTpaHcTBe", koTopble npolwnv B Cosete ®egepaumn 17
anpena 2017 r., Gbn paspaboTaHbl METOAMYECKME PEKOMEHAAUUM O pasMeLLeHMM Ha WMHOPMAaLMOHHBIX
cTeHdax, odwmuManbHbIX WMHTEpPHET-caWTax M ApYyrMx WHGOpMaUMOHHbIX pecypcax obLleobpasoBarernbHbIX
OpraHu3aumMn 1 OpraHoOB, OCYLUECTBASIOLWMX yrnpasneHne B cdepe obpas3oBaHnsa, uHdopmaumm o Ge3onacHom
NoBEeLEHUMN U NCMONb30BaHuUK ceTu "VIHTepHeT" (danee - MeToaudeckme pekoMmeHaaumm).

MeToaundeckue pekoMeHOdaunnm HanpaeneHbl Ha Ka4deCrBeHHOE nMNOBbIlLEeHUE YPOBHA VIH(bOpMaLJ,I/IOHHOIZ
AeATeNbHOCTU o6u.|,eo6pa3OBaTeanb|x opraHmsaLwlﬂ M OpraHoB, OCYyLleCTBNAKLWMX YyrnpaBreHne B ccbepe
o6pasoBaH|/|;|, B 4actu I/IH(bOpMI/IpOBaHI/IS'-I ydqawmxcd, Wux pO,D,MTeﬂeVI (3aKOHHbIX I'Ipeﬂ,CTaBI/ITeﬂeIZ) n
neagarorm4ecknx pa6OTHI/IKOB 00 OCHOBHBbIX acnekTax I/IH(bOpMaLI, NOHHO 6e30NacHOCTML.

MeTognuyeckme pekomeHaauuMm no3BonAT  obuleobpasoBaTenbHbIM  OpraHM3auuMsM U OpraHam,
OCYLLEeCTBNSOLWMM yrpaBneHme B cdepe 06pa3oBaHMs, akTyanuampoBaTb YXKe UCNOofb3yeMble U pasMelleHHble
WHOPMaLMNOHHbIE MaTepuanbl, Tak U NOAroTOBUTb WX B Criydae MX OTCYTCTBMS C YY4ETOM IyuyLUMX MpPakTuk u
pekoMeHaaLnn.

B pamkax meToguyecknx pekomeHaaumn paccMarpuBatoTCs criefyowme UHCTPYMEHTDI:

1. NH(popMaLIMOHHbIe CTeHabl;

2. ohmumanbHble UHTEPHET-PECYPChI;

3. cpeacTBa MaccoBon MHopmaLum (LIKOSbHbIE ra3eThl, Negarormieckme n3gaHuns u gpyrue).

WHpopmaumoHHbIe cTeHAbI
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Ha wHdopmaumoHHbIX cTeHgax B o6ueobpasoBaTesfibHbIX OpraHM3auusix, pPacnosfiokeHHbIX B done
yupexgeHun n B kabuHeTax, OCHALLEHHbIX NepcoHarnbHbIMU YCTPOWCTBaAMM Ans Bblxoga B ceTb "WHTepHet",
peKkoMeHAyeTCcs pa3mMecTuTb MHAOPMaLMOHHbIE MaMSATKW, codeplKallne OCHOBHblE COBETbl MO obecrneyeHuio
MHGOPMaLMOHHOM 6€e30MaCHOCTU y4aLLMXCS.

B npunoxeHun N 1 kK MeTOOANYECKUM peKoMeHaaL MM npeacTasneH obpasel NaMaTku OnsS pasvielleHys Ha
MHOPMALMOHHBIX CTeHAAX.

CpeactBa maccoBoM UHopmaumm

B cpeacreax MacCOBOW I/IH(bOpMaLI,I/II/I, OPUEHTUPOBaHHbLIX Ha o6yqar0Lu.v|xc;|, PEeKOMeHOYyEeTCA B TeYeHue
yqe6Horo roga peryndapHo I'Iy6J'WIKOBaTb VIH(*)OpMaLI,VIOHHbIe mMatepuarnbl, MNMOCBALUEHHbIE OTAEJIbHbIM acneKkram
VIH(*)OpMaLI,I/IOHHOVI ©e3onacHoCTH, a TaKkke pa3rnn4yHblie NaMATKN obuero Xapakrepa.

B cpeactBax MaccoBoi  MHGOPMaL UM, OPUEHTUPOBAHHLIX Ha Mefaromyeckylo  OGLLECTBEHHOCTb,
peKoMeHIyeTCsl B TeYeHWe KaneHZapHOro roga perynsipHo nyonukoBaTb WHAOPMAaLMOHHbIE MaTepuarnsi,
MOCBSILLEHHbIE OTAENbHbIM acnekTaM WHGOPMAaLUOHHO ©6e30MacHOCTU Kak HECOBEPLUEHHONETHUX, Tak W
o6Lleo6pas3oBaTernbHbIX  OpraHu3auuii, a TakKe pasnuyHble namsaTkY, 0630pbl  HOPMAaTUBHO-MPABOBOMO
perynmpoBaHusi faHHOM cdhepbl U MHOpMAaLIUMIO O aKTyarlbHbIX MEPOMPUATUSX U COBLITUSIX B AAHHOI cdepe.

B xope nposeneHunss EguHoro ypoka no 6esonacHoctn B cetu "VIHTepHeT" pekomeHayeTcst obecrneuntb
BbIMYCK TEMaTM4yeckoro BbiNycka cpeacTBa MaccoBoW WHdopmauun nubo cepum nybnuvkauui, cpeon KOTOopbIX
paccMoTpeTb OpraHn3oBaHHble MeponpusaTUSa Ana 0byyaloLmxcs, ux poauTenen (3akoHHbIX NpeacTaBUTenen) u
negarorM4yeckon ooLLECTBEHHOCTW.

OdmumnanbHble MHTepHeT-pecypcbl

O6weobpasoBaTenbHbiM  OpraHU3auuaM pekoMeHayeTcss Ha cBoux odmuymnansHbix VHTEpHET -pecypcax
obecneuntb YHKLUMOHMPOBAHME CaMOCTOSATENBbHOMO U creyunammaMpoBaHHoro pasgena "MHdopmaumoHHas
©e3onacHoOCTb", B paMKax KOTOPOro NpeayCMOTPETb pa3meLLeHne creayoLen nHdopmMauum;

N Paspen/nogpasgen | ®opmart npeacraeneHuns CopepxxaHne matepuanoB
MaTepuarnos
1. |JlokanbHble Konuu JOKyMeHTOB B PasmelualoTca KONuM OKYMEHTOB, T.€.

HOpMaTuMBHble akTbl B | dbopmaTte *PDF CKaHUPOBaHHbIN BapuaHT JOKYMEHTa,
cthepe obecneveHus COOTBETCTBYHLLUNA TPEOOBaHNAM K
MHJOPMaLMOHHOM napameTpam CKaHMpPOBaHUSI.
6e3onacHocTun PasmeluatoTcst JOKYMEHTbI,
ofOyyvatoLmxcs pernameHTUpYoLLME OpraHm3aumio n

paboTy ¢ NnepcoHanbHbIMU AaHHbIMU,
nnaHbl MeEpPONpPUATUIA Mo 06ecneyeHunio
MHdopMaL MOHHOM 6e3onacHoOCTH
obyuatoLumxcst n apyrue.

2. |HopmaTtuBHOE Konuun gokymeHTOB B My6numkyoTCA akTyarnbHble CBEAEHUS O
perynuposaHve dopmaTte *PDF degepanbHbIX Y perMoHanbHbIX 3aKoHax,
nUcbMax opraHoB BriacTu n gpyrue
HOPMaTUBHO-MNPaBOBblEe AOKYMEHTHI,
pernameHTupytowme obecneverme
MHOpMaLMOHHOM Be3onacHoCTH
HecoBepLueHHoneTHUX. [lonyckaetcs
BMECTO KON pasmellaTb rmnepcebink Ha
COOTBETCTBYIOLUME AOKYMEHTbI Ha canTax
OpraHoB rocyapCcTBEHHOW BriacTu.
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3. Meparornyecknm TekcT Ha cTpaHuue PasmeluatoTca metognyeckue
paboTHUKaMm canta pekoMeHaaLum 1 ykasbiBaeTcs
Konuu JoKyMeHTOB B MHGOPMaLLMS O MEPOMPUATUSX, MPOEKTax
¢dopmate *PDF M nporpammax, HanpasfieHHbIX Ha

noBblLeHNe nHpopmMaL MOHHOW
rPaMoOTHOCTM NeJarormyeckmx paboTHMKOB.

4. | Obyvatowmmcs TeKcCT Ha CTpaHuue PasmellaeTca MHopMaL MOHHaA namMsaTka
canta (npunoxeHue N 2) n ykasbiBaeTcs
NMHOpPMaLMsi O MEPONPUATUSIX, MPOEKTax
1 NnporpammMax, HanpaefeHHbIX Ha
NoBbILWEeHNE NHGPOPMAaLMOHHON
rPamoTHOCTU O0yyYatoLmXCS.

5. |PoauTtensm (3akoHHbIM | TEKCT Ha CTpaHuLe PasmelyaeTcsa nHdopmaLMoHHas namaTka
npeacTaBUTENSIM) caunta (npunoxexue N 3).
ofbyyvatoLmxcs

6. |[Hetckne b6e3onacHble | TeKCT Ha cTpaHuue PaswmelyaeTcs uHgopmaums o
cauThbl caunta peKkoMeHOyeMbIX K UCNOSb30BaHNIO B

y4ebHOM npouecce 6e30nacHbIX canTax,
©aHHepbl 6e3onacHbIX 4ETCKUX CalToB.

OpraHam, ocyLecTBRALWMM yrpaeneHe B cpepe 06pa3oBaHus, peKOMEHAYETCHA Ha CBOMX OdmL ManbHbIX
NHTepHeT-pecypcax obecrneyntb (YHKIMOHUPOBAHWE CaMOCTOATENBHOMO W CreuManuaMpoBaHHOrO pasgena
"MiHdopmaL moHHasa 6e30nacHOCTL", B paMKax KOTOPOro NpeaycMOoTpeTb pasMeLleHne cneayoLen nHopmaumuu:

MpunoxeHune N 1

NAMATKA ]
[AN5i OBYHAIOLMXCA OB MHPOPMALIMOHHON BE3OMACHOCTM AETEN

HENb3A

1. Bcem nogpsg coobiate CBOW 4YacTHYO MHGopMaumno (Hactoswme ums, dbammnuio, TenedoH, agpec,
HOMEP LUKOSbI, @ Takke hoTorpadmm cBou, CBOE CEMbU 1 OPY3eN);

2. OTkpbiBaTb BNOXEHHbIe haiifbl 35IEeKTPOHHOW MOYThI, KOrAa He 3Haellb OTNpaBuTens;
3. 'pybuTtb, NnpnampaTbCs, OkasblBaTb AaBNEeHUE - BECTU cebs HEBEXIMBO U arpeCCUBHO;
4. He pacnopsixaiics AeHbramm TBoen ceMbi 6e3 pa3pelueHns cTapLumnx - Bceraa cnpaluvsan poautenen;

5. He BcTpeyvaiics ¢ MIHTEpHET-3HakOMbIMU B pearibHOM XU3HW - MOCOBETYWCA CO B3POCSbIM, KOTOPOMY
JoBepsieLlb.

OCTOPOXHO

1. He Bce nuwyT npaegy. YuTtaews o cebe Henpaegy B VIHTepHeTe - coobLum 06 3TOM CBOMM POAUTENSM
UM onekyHam;

2. MpurnawatoT nepenucbiBaTbCs, Urpatb, 0OMEHNBATLCS - NPOBEPb, HET NN NOABOXA;

3. He3akoHHOe konnpoBaHue dannos B VIHTepHeTe - BOPOBCTBO;
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4. Bcerga pacckasbiBai B3pOCrnbIM 0 Npobrnemax B CeTU - OHM BCerga noMoryT;

5. Micnonb3yn HacTporku 6e30nacHOCTM U NPUBATHOCTU, YTOObI HE MOTEPATL CBOM akKayHTbl B COLCETAX U
Apyrux nopTtanax.

MOXHO
1. YBaxan gpyrux nonb3oBaTenen;
2. MNonb3ayewbcs NHTEPHET-NCTOYHMKOM - feNan CCbIfIKY Ha Hero;
3. OTKpbIBaN TOMbKO T€ CCISIKM, B KOTOPbIX yBEPEH;
4. O6waTbCs 3a NOMOLLBLIO B3POCHIbIM - POAUTENN, ONEKYHbl M aAMUHUCT paums canToB BCcerga noMoryT;

5. MNpongmn obyyeHne Ha canTe "CeTeBMYOK" 1 NOMy4n nacnopT LmMdpoBOro rpaxaaHuHal

MpunoxeHune N 2

WHOPOPMALIMOHHAA NAMATKA
AnNA OBYYAIOWMXCA ANA PA3MELLEHUA
HA O®PULMATIbHBIX MHTEPHET-PECYPCAX

C KaxgblM rooM MOMOAEXWN B MHTEPHETE CTaHOBUTHCA OOrblue, @ LUKOMbHUKM OOHM U3 CaMbIX aKTUBHbIX
nonb3oBarenen PyHeTa. Mexgy Tem, MOMUMO OFPOMHOrO KONM4YEeCTBa BO3MOXHOCTEW, WHTEPHET HeceT MU
npobnembl. 3Ta NnamMaATKa AoSMKHa NOMoYb Tebe 6e30nacHO Haxo4MThCS B CETU.

KomMnbtote pHble BUPYCbI

KomnbloTEpHBIN BUMPYC - 3TO pasHOBUAHOCTb KOMMBKOTEPHBIX MPOrpamMMm, OTIMYUTENbHOW OCOBEHHOCTBIO
KOTOpOWM $IBNSAETCA CMOCOOHOCTb K pa3mMHOXeHuo. B gononHeHwe k 3TOMy, BMpPYCbl MOIYT MOBPeauTb WU
MOJSTHOCTBIO YHUYTOXUTb BCce halnbl M OaHHble, MOAKOHTPOSbHBIE MOMb30BaTEN0, OT MMEHM KOTOpOro Obina
3anylleHa 3apaXeHHas nporpamma, a Takke NoBpeauTb UK AaXe YHUYTOXUTb ONepPaLMOHHY0 CUCTEMY CO BCEMMU
arinamu B LierioM. B 6onbLIMHCTBE CnyvyaeB pacnpoCTpaHsOTCs BUPYCbl Yepes3 MHTEPHET.

MeToapl 3awnThl OT Bpe€OOHOCHbIX NMporpamMmm:

1. |/|Cﬂ0ﬂb3yl7l COBpPEMEHHbIE OnepauynoHHble CUCTEMbI, UMerLne Cepbe3HbIIZ YpPOBEHb 3alnTbl OT
BpPE€OOHOCHbIX MpOrpamMmm;

2. MocTOsHHO yCTaHaBnMBai naytu (UMppoBLIE 3annatku, KOTOpble aBTOMarMyecku yCTaHaBMnMBaOTCS C
uernsio fopaboTku nporpamMmbl) U Apyvie OGHOBIEHUS! CBOEW OrepalMoHHOW cucTembl. CkaunMBai MX TOMbKO C
o manbHoro caita paspabotunka OC. Ecrnuv cyLecTByeT pexvm aBTOMaTUYeCKoro OGHOBNEHUS, BKITHOYU ETO;

3. Pabotain Ha cBoeM KOMMNbOTEpPEe nog npasamMmun nofib3oBarend, a He agMUHUCTparopa. 370 He nos3sonuT
6OJ'IbLLIl/1HCTBy BpeAOHOCHbIXNpOorpaMm MHCTanNIMpoBaTbCA Ha TBOEM NepCoOHarlibHOM KOMMNbIOTEPE;

4. Ncnonb3yn aHTUBMPYCHbIE MPOrpaMMHbIe MPOAYKTbl M3BECTHbLIX MPOU3BOAUTENEN, C aBTOMaTUYeCcKuM
obHoBneHvem 6as;

5. OrpaHunyb U3NYECKUIN AOCTYN K KOMMNbIOTEPY AMst NOCTOPOHHUX NULL;

6. Mcnonb3yn BHELLHME HOCUTENW MHOPMaLLMN, TakMe Kak chrieluka, auck unu dann n3 MHTepHeTa, TOMbKO
N3 NPOBEPEHHbIX UCTOYHUKOB;
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7. He oTkpbiBal komnbloTepHble annbl, NONydYeHHble U3 HeHadeXHbIX UCTOo4YHuKoB. [axe Te channebl,
KOTOpble npucnan TBOW 3HaKOMbIW. Jlyylie yTO4HM y Hero, oTnNpasnsan ny oH Tebe mx.

CeTtn WI-FI

Wi-Fi - aT0 He BMA nepegayv OaHHbIX, HE TEXHONoms, a BCcero nuwb 6peHa, mapka. Ewe B 1991 rogy
HuAaepnaHackasi koMmnanua 3apeructpupoBana 6peHg "WECA", uto o6osHadano crioBocoudeTaHne "Wireless
Fidelity", koTopbIi nepeBoanTcs kak "6ecnpoBogHast TOYHOCTb".

[o Hawero BpemMeHu powna gpyras abbpeBuartypa, KoTOpasi SIBNSETCS TaKOW >Xe TexHonoruem. 310
abbpesuarypa "Wi-Fi". Takoe Ha3BaHMe ObINO AaHO C HAMEKOM Ha CTaHAapT BbICLUEN 3BYKOBOM TexHukn Hi-Fi, yto
B NepeBoae 03Ha4yaeT "BblCOKasi TOYHOCTbL".

Oa, OecnnartHbIN MHTEePHET-O0CTYNn B Kacbe, oTenAax n asponoprax ABAETCA OT/MYHON BO3MOXXHOCTbLIO
BbIXOO4a B MHTEPHET. Ho mHorne 9KCNepThbl CHNTAKOT, 4YTO o6|.|.|,e,u,00Tyng|e Wi-FiceTn He aBnsitoTca 6e3onacHbIMA.

CoBeThbl No 6e3onacHocTu paboThl B 00Lef0CTYNHbIX ceTax Wi-fi:

1. He nepepaBan cBol nu4Hyto mHcopmauumo 4epesd obuwepocrynHele Wi-Fi cetn. Pabotas B Hux,
enaTenbHO He BBOAMTL Napofv JOCTYNa, NTOMMHbLI U Kakne -TO HOMepa;

2. Vcnonb3yii n 0GHOBNS aHTUBMPYCHbIE NporpaMMbl M GpaHaMayep. Tem caMbiM Tel 0Ge3onacuilb cebsi oT
3aKauku BMpyca Ha TBOE YCTPOWCTBO;

3. MNpu ucnonbsosaHum Wi-Fi oTkroumn cyHkumo "O6wmin goctyn K hannam u npuHtepam”. anHasa dpyHkus
3aKpbITa NO YMOMYaHWo, OJHaKo HEKOTOopble Mofb30oBaTenn akTUBMPYIOT ee Ansa yaobcTBa MCNoNb3oBaHUSA B
paboTe unm yyebe;

4. He ncnonbayn nybnuunbin WI-FI gna nepegaym nMyHbIX 4aHHbBIX, HANpUMep A Bbixo4a B coLManbHble
CETU UNW B 3NEKTPOHHYIO NOYTY;

5. Vicnonb3yn Tomnbko 3awwmiieHHoe coegmHeHne vepe3 HTTPS, a He HTTP, T.e. npu Habope BebG-agpeca
BBOAW MMeHHO "https://";

6. B moburneHom TenedpoHe otkmoum cyHkymo "lMogkmoyernne k Wi-Fi aBTromatuyeckun”. He gonyckan
aBTOMAaTMYECKOro NoakmnoYeHnst yctponctaa k cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTn

CoumanbHble CeTU aKTMBHO BXOOAT B Hally XW3Hb, MHOMME JIOAM paboTaloT U XMBYT TaM MOCTOSIHHO, a B
Facebook yxe 3apeructpvpoBaH MunnMapg YenoBek, YTo SABMSeTCH OL4HOW CeObMOW BCEX XUTenewn nraHeTbl.
MHorne nonb3oBaTenu He NMOHUMAT, YTO MHAOPMaLUMs, pa3MeLLleHHass MU B coumarbHbIX CEeTSAX, MOXET ObITb
HalngeHa 1 UCrnosnb30BaHa keM YrogHo, B TOM YMCIe He 00a3aTenbHO ¢ 6narMuMm HaMmepeHVsIMK.

OcHoBHble coBeTbl N0 6€30NacHOCTU B coLManbHbIX CETAX:

1. OrpaHunyb cnucok apysen. Y Tebs B Apy3bsiX He AOMMKHO ObiTb CMyYaliHbIX U HE3HAKOMbIX NI0AEN;

2. 3awmwan cBOK YacCTHYH XW3Hb. He ykasbliBan naponu, TenedoHsbl, agpeca, AaTy TBOEro poXaeHus u
OPYrylo NNYHY0 MHopMalnio. 3rnoyMbllUNEHHUKA MOTyT MCMOMNb30BaTh Aaxe MHOopMaL Mo O TOM, Kak Tbl U TBOU

poouTenun nnaHnpyeTe npoBeCTu KAHUKYIbI;

3. Bawmuianm ceoto penyTauumio - AEpXKnN ee B YACTOTE 1 3afaBan cebe Bonpoc: xoTen 6bl Thl, YTOOLI Apyme
nonb30BaTeNV BUAENM, YTO Thil 3arpyxaellb ? Mogyman, npexae Yem 4To-To onybnmkoBaTh, HaNMCaTh U 3arpy3nThb;

4. Ecnu Tbl roBOpYULLb C NOObMU, KOTOPbIX HE 3HaeLlb, He UCMOSb3Y CBOe peanbHOe UMS U OPYryH NINYHYIO
NHGOPMALLMK: UMSI, MECTO XKUTENbCTBA, MECTO y4ebbl 1 NpoYee;

5. N3beran pasmelneHust dotorpacuin B IHTepHeTe, rae Tbl M306paxkeH Ha MECTHOCTU, MO KOTOPOM MOXHO
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onpenennTb TBO€ MECTONOIOXEHNE;

6. MNpun perncTpayum B coumanbHOM ceTn HeOBXO4MMO MCMNONb30BaTh CIOXHbIE Nap Ofin, COCTOALLME N3 OYKB
N NP U C KONNYECTBOM 3HAKOB HE MeHee 8;

7. Ans coumanbHoM CeTu, MOMNThl U APYrMX CaiTOB He06X0AMMO UCMONb30BaTb pasHbie naponm. Torga ecnu
Te06s B3NOMatoT, TO 3MI0YMBbILLIEHHWKN MOMyYaT AOCTYM TOMbKO K O4HOMY MECTY, a He BO BCe cpasy.

ONeKTPOHHbIE AeHbIMN

ONEeKTPOHHbIE OEHbIN - 3TO OYeHb YAOOHLIN cnocob nnarexein, 0gHaKo CYLLECTBYHOT MOLLEHHMKM, KOTOpble
XOTAT NONYYNTb 3TU AEHbIU.

SJ'IeKTpOHHbIe OEeHbM NoABUITUCb COBCEM HEOABHO N MMEHHO M3-3a 3TOM0 BO MHOIMUX rocygapcreax o Cux
nop He NPOoNnNCaHo NpPo HUX B 3aKOHaX.

B Poccuu xe oHu (byHKLI,I/IOHI/IpyI'OT N O HUX YyXKe MponnMcaHo B 3aKOHEe, roe MxX pasfendaArT Ha HeCKOJIbKO
BMOOB - @HOHUMHbIE N HE aHOHWMHble. PasHuMua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3peLllaeTcad
npoBoauTb onepawdnmn 6e3 M,U,eHTI/I(bI/IKaLI,VIVI nosrnb3oBaTtend, a B HEaHOHUMHbIX I/I,U,eHTI/I(bVIKaLI,VIﬂ nonb3oBarena
aBnsieTca oba3aTensHomn.

Takke cnenyetr pasnumyatb 3NEeKTPOHHbIe q3I/IaTHbIe AeHbIn (paBHbI rocygapCrBeHHbIM BaJ'IIOTaM) n
ONEKTPOHHbIE He(*)I/IaTHbIe AOEHbIn (He paBHbl roCyaAapCTBEHHbIM BaJ'IIOTaM).

OcHoBHble coBeTbl N0 6e3onacHon paboTe C aNeKTPOHHbIMM AEHbramu:

1. MpmBSIXKM K cHETY MOOUIMBbHBIN TenedoH. 3TO caMblil yAOOHbIN 1 ObICTPbIA CNOCOO BOCCTAHOBUTL JOCTYN K
cyeTy. [NpmBA3aHHbIN TenegoH NOMOXET, ecnu 3abydellb CBOW NaTeXHbI Maporfb UnM 3anjellb Ha CanT C
HEe3HaKOMOr0 yCTPONCTBA;

2. Wcnomb3yn ogHopasoBble naponu. [ocne nepexoga Ha yCUIEeHHy0 aBTopusauuio Tebe yxe He Gyader
YrpoXaTb OMaCHOCTb Kpakv UK NepexeaTa NnaTeXHoro Napossi;

3. Bbibepu cnoxHbin naponb. [lpectynHukam OygeT He MnpOCTO yragatb CIOXHbIM Naporb. HagexHble
naponu - 3To Naponu, KOTopble cogepxar He MeHee 8 3HaKOB U BKIMKOYAKOT B cebs CTPOYHbIE N MpoNUcHble ByKBbI,
Lndpbl N HECKOMNbKO CUMBOIOB, Takue Kak 3Hak gonnapa, dyHTa, BOCKNMUATENbHbIN 3HAK W T.n. Hanpumep,
$tRONg!;;

4. He BBOOW CBOU NMYHbIE AaHHbIE HA canTax, KOTOPbIM HE JOoBEpPAELlb.

OneKTpOHHasA noyra

SJ'IeKTpOHHaﬂ novyta - 3TO TexHOoJorma un npenocrtaelideMble €0 yCnyrm no nepecblyike U nosyvYeHuro
SNEKTPOHHbIX cooOLeHnn, KOTOpbIE pacnpenendarTcAa B KOMFIbI'OTepHOIZ cetn. ObbI4HO SJ'IeK'I'pOHHbIﬁ NMoYTOBbLIN
AWKUK BbIMAONT ClieayrLwnm 06pa30M: VIMH_I'IOJ'Ib3OBaTeJ‘IF|@I/IMF|_,D,OMeHa. Takke KpoMe nepengadym npocroro
TEeKCTa, MMeeTCA BOSMOXXHOCTb nNepenaBaTb (*)aﬁﬂbl.

OcHoBHble coBeTbl N0 6e3onacHom paboTe C ANEKTPOHHON NOYTOW:

1. Hapgo BbiGpaTb npaBWrbHbIA MOYTOBLIN CepBUC. B MHTepHeTe ecTb OrpoMHbI BblIOOp OGecnnaTHbIX
NMOYTOBbLIX CEPBUCOB, OOHAKO Nyylle AOBEPATL TEM, KOr0 3Haellb 1 KTO NepBbIA B PEUTUHTE;

2. He ykasbiBah B JMYHOW MO9YTE NWUYHYIO  WHGoOpMauumio. Hanpumep, nydwe  Bbibpatb
"My3blkanbHbIN_daHaT@" nnm "pok2013" BmecTo "Temal3";

3. Vcnonb3yn oByxaTtanHyto aBTopu3aumio. OTO Korga NOMUMO Napons HY>XHO BBOAMTbL KO, MpUCbIfiaemMbii
no SMS;

4. Bbibepy CrioxHbii naposib. [Ans kaxgoro noYToBOro sLMKa AOSMKEH ObITb CBOM HAOEXHbIN, YCTONUMBBIN K
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B3MOMY Maporb;
5. Ecnn ecTb BO3MOXHOCTb HanncaTb CaMOMY CBOM fIMYHbIN BOMPOC, UCNOMb3YyN 3TY BO3MOXHOCTb;

6. Mcnonb3yn HECKOSbKO MOYTOBLIX SLWMKOB. [lepBbli Anst YaCTHOW Nepenucku ¢ agpecataMm, KOTOPbIM Thbl
OoBepsielb. OTO 3NEKTPOHHLIN aapec He HaZo MCNOMNb30BaThL NPY perncTpaLMn Ha opyMaxu canTax;

7. He oTkpbiBan dannbl U gpyrme BrOXEHUsI B MUCbMaX, OaXe eCriM OHU MPULLIN OT TBOMX Apy3en. Jlyudwe
YTOYHM Y HUX, OTNPaBNAnn nim oum Tebe atn channe;

8. MNocne okoHYaHus paboTbl HA NOYTOBOM CEpBUCE Mepes 3akpbiTMeM BKITaAKM C CanToM He 3abyab HaxaTb
Ha "Bbintn".

Kn6e p6ynnuHr unm BupTyanbHoe usgeBaTtenbCTBO

KnGepOynnuHr - npecrnefoBaHve COOOLLEHUSIMU, COAepKalUMMU OCKOpOGIeHWs, arpeccuio, 3anyrusaHue;
XyJIraHCTBO; colManbHoe 60MKOTUPOBaHWE C MOMOLLbH Pa3nMyYHbIX UHTEPHET -CEePBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnmHrom:

1. He 6pocaricsa B 6on. Jlydwmn cnocob: nocoBeToBaTLCA kak cedst BECTU U, eCr HET TOro, K KOMY MOXHO
00patnTbcsl, TO BHa4arne ycrnokouTbcs. Ecnu Thl HayHelWwb OTBeYaTb OCKOPONEHMsIMU Ha OCcKOpOeHUs!, TO TOMbKO
elle 6orbLue pas3oxoKeLllb KOHMIUKT;

2. Ynpaensu ceoen knbeppenyTtaumen;
3. AHOHMMHOCTb B ceTu MHUMas. CyLecTByIOT CNOCODbl BbIACHUTb, KTO CTOUT 3@ aHOHUMHbIM akkayHTOM;

4. He cToUT BECTM XynUraHCKMi obpas BUMpTyasrbHOW XU3HWU. HTepHET dukcupyeT BCe TBOM OAEWCTBUA U
coxpaHsaeT nx. Yaanutb nx bygeT KpanHe 3aTpygHUTENbHO;

5. Cobntogan cBoO BUPTYanbHYK YECTb CMOJIOAY;

6. WrHopvpyn eguHudHbIn HeratuB. OgHopasoBble OckopbuTenbHble COOOLWEHMS nydlle UrHOpMpOBaTh.
O6bIYHO arpeccusi NpekpallaeTcsl Ha HavanbHOW CTaauu;

7. baH arpeccopa. B nporpammax obMeHa MIHOBEHHbIMW COOOLUEHUSIMW, B COLMAsbHbIX CETAX €CTb
BO3MOXHOCTb GITOKMPOBKM OTMNPaBKM COOGBLLEHMI C onpeaerieHHbIX aApeCcoB;

8. Ecnn TbI cBMAeTEND KI/I6€p6yJ'IJ'II/IHI'a. TBou gencrems: BbICTYNUTb NMPOTUB NpecrneaoBaresnd, noka3arb emy,
YTO ero OencTBUS OLEHMBAOTCS HeraTtuBHO, nogaepiKarb Keptsy, KOTOpOVI HYXHa MCcuxonorndyeckad rnomMmoLlb,
coobWnTb B3pOCIbIM O (baKTe arpeccmnBHOro noBegeHnd B CETH.

Mo6unbHbIN Tene oH

COBpeMeHHbIe CMapT(bOHbI N NnaHweTbl coaepxaTt B cebe BnonHe B3pOCJ'IbM d)yHKLl,I/IOHaﬂ, N Tenepb OHU
MOTYT KOHKypupoBaTb CO CTalMOHapHbIMX KOMMNbIOTEPaAMMN. OpHako, cpencTs 3alWnTbl OAnd NoAobHbIX yCTpOﬁCTB
NnokKa o4eHb Maro. TeCTI/IpOBaHI/Ie N NMONCK yF|3BI/1MOCTeIZ B HUX NPONUCXOAUT HE TaK MHTEHCUBHO, KaK anA MK, To xe
camMoe KacaeTca n MOﬁI/IJ'IbeIXI'IpI/IJ'IO)KeHMI;I.

CoBpeMeHHble MOOWIbHble Opay3epbl yXe npakTUyYeckM [OOrHanM HacTofbHble aHarnom, OogHako
paclumpeHme dyHKLMoHana BneyveT 3a cobom 60MbLUYH CMOXHOCTb U MEHbLLYHO 3aLUMLLEHHOCTb.

Jdaneko He Bce Npov3BOAWUTENW BbiNycKAOT OOHOBMEHMWS, 3aKpbIBaOLUME KPUTUYECKME YS3BUMOCTM AN
CBOMX YCTPONCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOOUNbHOro TenedgoHa:

Huuero He saBndeTca no-Hacroswemy 6ecnnatHbiM. Byob ocTopoxeH, Beab korga Tebe npepnarator
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©ecnnaTHbIN KOHTEHT, B HEM MoryT ObITb CKpPbITbl KakKme-To NniaTHbIe YCIYTn;

Oyman, npexge yem otnpasute SMS, doTo unun Buaeo. Tol TOYHO 3HaelWb, rge OHWM ByayT B KOHEYHOM
utore?

Heob6xoanmo o6HOBNATL ONepaLMOHHY CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yin aHTMBUPYCHbIE MPOrpaMmMbl 45151 MOOWIbHbBIX TENEOHOB;

He 3arpyxai npuroxeHwss OT HEW3BECTHOTO WCTOYHWKA, BeAb OHWM MOTYT COAepXaTb BpeaoHOCHOE
nporpamMmmMHoe obecneveHme;

Mocne Toro Kak Thbl BeINAEWb C cavTa, rAe BBOAWI NMYHYI0 MHopMaumio, 3aiam B HacTponkn bpaysepa u
yoanu cookies;

rlepVIOD,VI‘-IGCKVI I'IpOBepFIIZ, Kakue nrnaTtHble YCIyrn aktTuBMpoBaHbl Ha TBOEM HOMEPE;
[aean ceon HOMED MOBUNbHOro TeJ'Ie(bOHa TONbKO NMKAAM, KOTOPbLIX Thbl 3HaeLlb 1 KOMY lOBEPAELUb,
Bluetooth gomxkeH GbITb BbIKMOYEH, KOrAa Thl UM He nonb3yellbCA. He 3abbiBan nHorga npoBepPATb 3TO.

Online urpsbl

CoBpeMeHHble OHMalH-Urpbl - 9TO KpacoyHble, 3axBaTblBalolUMe pasBriedyeHus, obbeOVHSIOLIME COTHU
ThiCAY YemnoBeK No Bcemy mMupy. Wrpoku vccriedytoT OaHHbIA MM MUp, O6GLLAloTCA APYr C APYrOM, BbIMOMHSOT
3aaHnsa, cpaXkaroTCs C MOHCTpaMM U Nofy4YatoT OnbIT. 32 yA0BOMbLCTBME OHM NNATAT: NOKYNaloT AWUCK, ONnayvBaloT
aboHEeMEHT U1 NproGpeTaloT Kakue-To OnLum.

Bce aTu cpefctea uvayT Ha nopdepxkaHue U pasBMTME WUrpbl, a Takke Ha camy 6e30MmacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbl aBTOpM3aL M, BbINYCKAOTCS HOBble MaTyu (LUpoBLIE 3annatky AnsS nporpamm),
3aKpbIBalOTCA YA3BUMOCTY CEepPBEpPOB.

B nogoGHbIX uUrpax CTOUT omnacatbCsl HE CTOJbKO CBOMIX COMEPHUKOB, CKOJbKO Kpakm TBOEMo Maposs, Ha
KOTOPOM OCHOBaHa CMcTema aBTopu3aLm GorbLUMHCTBA UIp.

OcHoBHbIe coBeTbl N0 6e3onacHOCTM TBOErO MIpOBOIro akkayHTa:

1. Ecnn ppyron urpok Beget cebda nnoxo vnu co3gaet Tebe HenpusaTHOCTW, 3abnOKMpyn ero B Cnucke
UrPOKOB;

2. I'Io>|<any17|c;| agMUHUCTpAaropamM HUIPbl Ha MJiOXoe noBegeHne 3TOro Urpoka, >XenatesibHO MPUNnoXutb
Kakne-T1o AoKa3aTelibCTBa B BUAE CKPUHOB;

3. He ykasbiBai nn4Hyto nHopmauuio B npocpaiine urpsbl;
4. YBaxaln Apyrux y4aCTHUKOB MO UTPe;

5. He ycTtaHaBnmBan HeomLManbHble NaTiv U MOapl;

6. Ncnonb3yn CnoxHble 1 pasHble naponu;

7. [axe BO Bpemsi Urpbl HE CTOWT OTKIOYaTb aHTMBMUPYC. Moka Tbl Mrpaellb, TBOW KOMMbIOTEP MOryT
3apasuTb.

DULLIMHT UNKN KpaX a TINYHbIX AaHHbIX

O6blyHON  Kpaxkem [peHer M [OOKYMEHTOB CerogHsl YXe HUKOro He yauBulb, HO C  pasBUTUEM
WHTEPHET-TEXHOSOMMA 3MOYMBbILLIIEHHUKN NEPEMECTUIIMCE B UHTEPHET, U NPOOOIDKAKT 3aHMMarbcs "nobumbim”
Oenom.
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Tak nosiBunacb HoBasi yrpo3a: UHTEPHET-MOLUEHHMYECTBA UK OULLIKHT, FNaBHasa Lefb KOTOPOro COCTOUT B
Nony4YeHMN KOHUOEHLMArbHbLIX JaHHbIX MNOMb30BaTENEN - NOMMHOB U naporen. Ha aHrnunckom ssbike phishing
ynTaeTcs kak puwwmnHr (ot fishing - peibHas noens, password - napornb).

OcHoBHble coBeTbl N0 6opbbe ¢ puLLMHrom:

1. Cnean 3a cBoMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKeTa Obina B3rioMaHa, To Heobxoanmo
3a6r10KMpoBaTh €€ U COOOLWNTL agMMHUCTpaTopaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Ncnonb3yii 6e3onacHble Be6G-caiTbl, B TOM YNCHE, UHTEPHET-MarasnHOB U MOUCKOBBIX CUCTEM;

3. |/|Cﬂ0ﬂb3yl7l CITIOXHbl€ U pa3Hble MnapoJin. Takum 06p830M, ecnu Tebs B3nomarT, TO 3MOYMbILLTTEHHUKN
nony4yat OOCTyn TOJIbKO K OQHOMY TBOEMY I'IpOCbI/IJ'IPO B CE€TUu, a He KO BCEM,

4. Ecnn Tebs B3nomanm, To HeobxoauMo NpeaynpeamuTb BCEX CBOMX 3HAKOMBbIX, KOT opble fo0aBneHbl y Tebs
B OpYy3bsiX, O TOM, 4YTO TeDSA B3NOManu u, BO3MOXHO, OT TBOEro MMeHU OyAeT paccbinarbCA CnamM M CChINKM Ha
ULLNHIOBbIE CalNThl;

5. YcTtaHoBu HagexHbin naposb (PIN) Ha MOBUbHbBIN TenedoH;
6. OTkMIo4M coxpaHeHne napons B 6paysepe;

7. He oTkpbiBai hannbl U Apyrve BMOXEHUs B MUCbMaXx, Aaxe eCriv OHW MPULLNKM OT TBOMX Apy3ei. Jlydwe
YTOYHW Y HUX, OTNPABNSNN M OHU Tebe 3Tn hannb.

LUundcporas penyTtauus

LincbpoBas penyraumsa - aTo HeratMBHasa UM NO3NTMBHAA MHopmauma B ceTn o Tebe. KomnpomeTtupytoulas
MHGOPpMaLUs, pasMeLLEHHast B MHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTPasUTbCA Ha TBOEW pearlbHOW XXU3HW.
"LindppoBas penytaums” - 3To TBOM UMUOXK, KOTOPLIN hopMupyeTcst N3 MHdopmaumm o Tebe B UHTEPHETE.

TBoe MecTo XuTenbcTBa, yy4ebbl, TBoe (hMHaHCOBOE MOsoXeHUe, 0COBEHHOCTU xapakrepa M pacckasbl O
BGrn3KMX - BCE 3TO HAKaNMBaeTCs B CETMU.

MHorve nogpoCTKM NErkOMbICIIEHHO OTHOCATCA K Mybnukaumm nvyHon wuHdpopmauun B WHTepHeTe, He
NOHUMasi BO3MOXHbIX MOCReAcTBUA. Thl JaXe He CMOXeLlb AoragaTbCsa O TOM, YTO doTorpadud, pasmeLleHHas 5
neT Ha3ag, cTana NpUMYMHON oTKasa NPUHATL Tebsi Ha paboTy.

KoMMmeHTapuu, pasmeLleHme TBOMX poTorpachuin n gpyrvie AeACTBUS MOTYT HE MCYE3HYTb Aake nocne Toro,
Kak Tbl MX yoanuwb. Tbl HE 3Haelb, KTO COXpaHWN 3Ty MHdopMaLUMio, nonarna N oHa B NOUCKOBLIE CUCTEMbI U
COxXpaHunace v OHa, a rMaBHOoEe: YTO NogyMatoT 0 Tebe OKpyKaroLume mioau, KOTopble HanayT 1 yBUAAT 3T0. HanTm
MHOPMaLMI0 MHOTO TET CMYCTsi CMOXeET 6o - kak n3 Aobpbix NOBGYXOEHUIA, TaK U C HAMEPEHNEM MPUYMHUTD
Bpend. OTO MOXET ObITb KTO YrogHo.

OcHoBHbIe cCOBeTbI M0 3aLUMTe LMdpoBoit penyTaumm:
1. Moaymait, npexae Yem YTo-To Ny6rnMkoBaTh U NepeaaBaTb y ce6s B Grore Unv B coLmarnsHoM ceTu;

2. B HacTtpomnkax npoduns ycraHoBM OrpaHWYeHuss Ha MpPOCMOTP TBOEro npoduns U ero Ccogepxumoro,
caenan ero Tonbko "gns gpysen”;

3. He pasmelain n He ykasbiBan nHdopMaLnio, KOTopasi MOXeT KOro-nnbo ockopbnaTe nnm obuxaThb.
ABTOpCKOe npaBo

CoBpeMeHHbIe LUKONbHUKM - aKTUBHbIE MOSb30BaTeNy UndpoBoro npoctpaHcrea. OgHako Jarneko He Bce
3HaKT, YTO MOJb30BaHME MHOMMMU BO3MOXHOCTAMW LUPOBOrO Mupa Tpebyer cobrogeHuss npaB  Ha
WHTenneKTyarnbHylo COGCTBEHHOCTb.
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TepMuH "wHTennekTyanbHas COOGCTBEHHOCTb" OTHOCUTCA K pasfMyHbiM TBOPEHUAM 4YENnoBEYECKOro yMma,
Ha4MHas C HOBbIX M30OpeTeHNn 1 3HaKOB, 0B03HAYalLLMX COBCTBEHHOCTb Ha NPOAYKTbl U YCIyru, 1 3akaH4nBas
KHUramu, gpotorpacmsamn, KWHOUIbMaM1 U My3blKanbHbIMU NPON3BeAEHUSMMU.

ABTOpCKWE NpaBa - 3TO NpaBa Ha MHTENNeKTyarbHylo CO6CTBEHHOCTL HA MPOM3BEeAEHNS HAYKW, NUTepaTypsl
N UCKycCcTBa. ABTOPCK/E MpaBa BbICTYMalOT B KA4YE€CTBE rapaHTUM TOro, YTO MHTENNEKTYarbHbIA/TBOPYECKMiA Tpya
aBTopa He OydeT HanpacHbIM, J4acT eMy CripaBeAnnBble BO3MOXHOCTU 3apaboTarb Ha pesynbTarax CBoero Tpyaa,
MonyYMTb W3BECTHOCTb W TMpusHaHue. HukTo 6e3 paspelueHus aBTopa He MOXET BOCIPOU3BOAUTL €ro
npou3BeaeHne, pacrpocTpaHsTe, NyGNNMYHO AEMOHCTPUPOBATh, NpoAaBaTb, MMMNOPTUPOBATL, Nyckatb B MpoKaT,
Ny6rMYHO NCMONHATD, NOKa3bIBaTb/UCMOJHATL B 3dmpe unm pasmellaTtb B MIHTepHeTe.

Mcnonb3oBaHue l'I'IVIpaTCKOFO" nporpamMmmMmHoro obecneyeHuss MoOXeT npmeectn K MHOrMM puUCKam: OT MnoTrepu
OaHHbIX K TBOMM aKKkayHTaMm [0 6J'IOKI/IDOBKVI TBOEIo yCTpOVICTB&, roe yCtaHoBlieHa HeleralibHad nporpamma. He
CTOUT Takke 3abbIBaTb, UTO CyLLUeCTBYHOT JieralibHble 1 becnnaTHble nporpamMmmbl, KOTOPblE MOXHO HanTK B CETM.

O noprane

CeTeBUYOK.pdd - TBOW [MNaBHbI COBETYMK B CEeTU. 3decb Thl MOXellb y3HaTb O Ge3onacHoCTM B CeTU
MOHATHBLIM U OOCTYMHbLIM A3bIKOM, @ NPY BO3HUKHOBEHWUM KPUTUYECKOMN CUTYaLIMK 0BpaTuTbCA 3a COBETOM. A Takxke
NPUHATb y4acTre B KOHKypcaxy cTaTb cambiM LIMKOPOBbLIM rpaxkaaHnHom!

MpunoxeHne N 3

NAMSTKA AN POAUTENEA OB MH®OPMALIMOHHOW BE3OMACHOCTU OETEA

OnpepneneHne TepMuHa "MHdopmaLnoHHaa 6e3onacHocTb aeten” cogepxutca B PegepanbHom 3akoHe N
436-93 "O zawpnte geten oT UHGOPMaL UKW, NMPUYMHAIOLWEN Bpead WX 300POBbI M pasBUTUIO", perynmpyroLmm
OTHOLLEHWUS1, CBA3aHHbIE C 3aLUMTON AeTern OT nHopMaunn, NPUYUHSIOLLEN Bpea X 30OPOBbLIO U (M) pasBnUTUIO.
CornacHo pgaHHOMY 3aKkOHy "MHopMauuoHHas Ge3onacHOCTb AeTen" - 3TO COCTOSHME 3alUULLEHHOCTW, Mpu
KOTOpPOM OTCYTCTBYET PUCK, CBA3AHHbLIN C NpUYNHEHNEM MHOPMaLMen Bpeaa ux 3agopoBbio U (Mnn) Prnsnyeckomy,
NCUXNYECKOMY, AyXOBHOMY, HPABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-®3 nHdopmayven, npuunHsaOLWEN Bpen 340POBb0 U (M) passuUTuio
OeTen, sapnaeTcs:

1. UHdopMaL g, 3anpeLleHHas Ansa pacnpocTpaHeHus cpean neTen;

2. vHdopMaLms, pacnpoCTpPaHEHME KOTOPOW OfPaHUYEHO Cpean LEeTen OnpeferieHHbIX BO3pPacCTHbIX
KaTeropum.

3. K uHdpopmaLimn, sanpeLueHHon Ansa pacnpocTpaHeHus cpean oeTen, OTHOCUTCS:

4. uHdopMauusa, nobyxaalollas OeTell K COBepLUEeHUO AeNCTBUM, NpeACTaBnsAlWmMX Yrpo3y UX XU3HU U
(Mnu) 300pOBbIO, B T.4. NPUYNHEHWIO Bpeaa CBOEMY 300POBbI0, CaAMOYOUINCTBY;

5. cnocoBHOCTb BLI3BATb Yy AETEN XenaHue ynoTpebuTb HapKoTMYeCcKMe CpeacTBa, NMCUXOTPONHbIE U (UNn)
oAypMaHuBallme BelwecTBa, TabayHble U3Oenus, ankorofbHyld U CNMpPTOCOAEPXKallyto MNPOAYKUMIO, NMUBO W
HanNUTKN, M3roTaBMMBaeEMble Ha €ro OCHOBE; MPUHATb yyacTue B as3apTHbIX Urpax, 3aHMMaTbCa NPOCTUTYLMEN,
OpOoaSKHNYECTBOM UK NOMPOLLAAHNYECTBOM;

6. obocHoBblBaOWAA WnM onpaegbiBaloliass AOMNYCTUMOCTb Hacumnmst 1M (UMW) KeCToKoCTU  Nnbo
noby:xaatoLLlasi OCyLLEeCTBMATb HACUNBCTBEHHbIE AENCTBUS MO OTHOLLEHWIO K MIOASIM U XKUBOTHbLIM;

7. oTpuualoLWasn cemeiHble LLeHHOCTM 1 (hOpMUpPYIOLLAs HeYBaXeHVe K PoauTensm v (Unv) ApyrMM YnieHam
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cemMbMU;
8. onpasdblBalolada npoTnBonpaBHOE NoBeAEHNE;
9. cogepxallasn Hel eH3ypHYyo bpaHb;
10. cogeprkaluasi HopMaL Mo NOPHOrpadn4eCcKoro xapakrepa.

K uHMopMaumn, pacnpocTpaHeHue KOTOpOM OrpaHUYeHO cpeau [AOeten onpefeneHHoro Bo3pacTa,
OTHOCUTCS:

1. VIH(*)OpMaLI,VIFI, npencrasndemMad B Bnae M306pa)KEHVIFI NI ornncaHnAa >XeCrtoKkoCTtu, (bVI3I/I‘-IeCKOF0 n (VIJ'IVI)
NCUXNYHECKOIo Hacunud, npecTtynreHnda nin NHoro aHTNOOLLLEeCTBEHHOTO AENCTBUS;

2. Bbi3blBalOllas y AeTel cTpax, yXac WM MNaHuky, B T.4. NMpeacTaBnsiemas B BuAe W300pakeHUs uUnu
onncaHUs B YHWXalOLleN YenoBeyeckoe [OCTOMHCTBO (hOopMe HeHacUIbCTBEHHOW cMmepTu, 3abonesaHus,
camoy6uiACcTBa, HECYACTHOrO Crny4asl, aBapumn UNu katacTpodbl U (UNK) X NOCNEACTBUIA;

3. npencraensiemMasl B BMAE W300paXkeHWst MMM OMUCaHWUSl TMOMOBLIX OTHOLUEHUA MEXOY MYXYMHOW U
YKEHLLIMHOWN;

4, coaepikallada 6paHHbIe CInoBa 1 BblpaXeHusa, He OTHOCALLMECA K HeLleHSypHOVI 6paHI/I.

C y4yeTom gsroro Bam npepgnaratotcs npasuna pabotbl B ceTM VIHTEpHeT Onsi pasnyuyHbIX BO3PaCTHbIX
KaTeropum, cobnogeHme KoTopbiX N03BONUT 0becnevunTb MHHOPMaLMOHHYO 6e30NacHOCTb BalUMX AETEMN.

O6wue npaBuna ans poautenemn

1. HesaBucumo ot Bospacra pebeHka ncnonb3yinte nporpaMMHoe obecrneyenre, nomorarllee ounbTposaTb
N KOHTPONMpOBaTb MHOPMaL MO, HO He NofaranTecb MOSIHOCTbHO Ha Hero. Balle BHUMaHWe K pebeH Ky - rmaBHbIv
MEeTOop, 3aLnThl.

2. Ecnn Baw pebeHOK MMEEeT akkayHT Ha OOHOM M3 couwmanbHbix cepsucoB (Livedournal, blogs.mail.ru,
vkontakte.ru u 1.n.), BHUMaATENBHO U3y4nTe, KaKyld MHGOPMALLMIO MOMELLAOT €ro y4acTHUKM B CBOUX NPOUIAX U
©norax, Bkntovas goTorpadun 1 BUAEO.

3. lNpoeepbTe, C KakMMW OpyrMMuK CavTaMu CBs3aH couuvanbHblin cepBuc Bawero pebeHka. CrpaHuyku
Bawwero pebeHka moryT Obimb 6€30nacHbIMU, HO MOTYT U COAEPXKaTb CCbINIKM Ha HeXenaTesbHble 1 ONacHble CanThl
(Hanpumep, NOPHOCANT, UM CalT, Ha KOTOPOM OPYr YNOMUHAET HOMEpP COTOBOro TenedoHa Bawero pebeHka nnm
Baw gomalwHum agpec)

4. MoolupsAinTe Bawmx geTeit coobuiate 060 BCeM CTpaHHOM UMW OTTankusaloLleM U He CRULLKOM OCTPO
pearvpyiite, Kkoraa oHu 3To AenatoT (M3-3a onaceHusl NoTepsATb AOCTYN K VMIHTepHeTY AeTW He TOBOPAT poauUTenaMm
0 nNpoGneMax, a Takke MOryT HauyaTb UCMOMNb30BaTh MIHTEpHET BHE IoMa U LLKOSbI).

5. ByabTe B Kypce ceTeBoM xu3Hu Baluero pebeHka. VHTepecynTech, KTo ux Apy3bs B VIHTEPHET Tak Xe, Kak
UHTepecyeTech pearnbHbIMU APY3bAMU.

BospacT oT7 no 8 netr

B VHTepHeTe pebeHoKk cTapaeTcss MOCETUTb Te WM WHblE CalTbl, @ BO3MOXHO W 4YaTbl, pa3peLleHne Ha
noceLleHne KOTOpbIX OH He nonyuun Obl OoT poamtenen. MoaTomy poanTenam OCOOeHHO nonesHbl Gyayt Te
OTYETbI, KOTOpPble NpeaoCTaBnAaAldTCA nporpaMmMmamMn Nno OMPaHUYEHUIO KNCNOJIb30BaHUA MHTepHeTa, T.€.
PoouTtenbckun KOHTPOSb UM TO, YTO Bbl CMOXETE YBUAETbL BO BpeMeEHHbIX harinax. B pesynbrare, y pebeHka He
OyZeT ouwyLleHns, YTO 3a HUM BEAETCSl MOCTOSIHHbBIA KOHTPOSb, OOHAKO, poauTenun GyayT no-npexHemMy 3HaTb,
KakMe cauntbl nocewaer mx pebeHok. [eTn B gaHHOM Bo3pacTte 00nafalT CUMbHbIM YYyBCTBOM CEMbW, OHMU
JOBEpYMBBI U HEe COMHeBalTca B aBToputeTax. OHM nMoGAT urpaTb B CETEBble Urpbl M NYTELECTBOBATbL MO
NHTepHeTy, CNonb3ys SNeKTPOHHYIO MOYTY, 3aX04NTb Ha CalThbl M YaTbl, HE PEKOMEHOO0BAHHbIE POAUTENSMM.
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CoBeTbl No 6e3onacHocTH B ceTn VIHTepHeT ans neten 7 - 8 net

1. Cospante cnmMcok gomallHMX npaBui nocelwleHus VIHTepHeTa npu ydactum geten n Tpebyinte ero
BbIMOSIHEHWS.

2. Tpebynte ot Bawero pebeHka cobnoaeHMs BPEMEHHbBIX HOPM HaxoXaeHUs 3a KoMmnbtoTepoM. lNMokaxuTe
pebeHky, 4yTo Bbl HabnogaeTe 3a HUM He NOTOMY 4TO Bam 3T0 xo4deTtcs, a notomy 4Tto Bbl GecnokouTtecs 0 ero
6e3onacHOCTM 1 Bceraga rotoBbl €My MOMOYb.

3. KomnbloTep € nogkntoveHmem K VIHTepHETy OOIDKeH HaxoouTbCs B oOwer komMHaTe nog npucMOTpOM
poanTenen.

4, |/|Cﬂ0ﬂb3yl7ITe cneuwnarlribHble AeTCKne NonckoBblie MaLLUMHbI.

5. |/|CI'IOJ'Ib3yl7ITe cpeacrtea 6J'IOKVIpOBaHVIﬂ HeXeJaTellbHOIro KOHTEeHTa KaK AOoNOoJIHeHWME K CTaHOapTHOMY
PO,EI,VITeJ'IbCKOMy KOHTpPOIO.

6. Co3ganiTe ceMelnHbI SﬂeKTDOHHbIVI ALK, YTOObI HE MO3BONUTL AETSIM UMETb COOCTBEHHbIE agpeca.

7. Briokupyiite OocTyn K caitam ¢ G6ecnnaTHbIMU MOYTOBLIMU SALLUMKAMM C MOMOLLBIO COOTBETCTBYIOLLIEro
nporpaMMHoro obecneyeHus.

8. Mpuyuute peter coBeToBaThcs ¢ Bamu nepen onybnukoBaHveMm kakon-nnbo nHdgopmauum cpeacteamm
3NEKTPOHHOM MOYThI, YaTOB, PErUCTPaLMOHHBIX (hopM 1 Npodunen.

9. Hayunte getei He 3arpyxaTtb hannbl, Nporpammbl Unv My3sbiky 6e3 Ballero cornacusi.
10. He paspeluarite getam ncnonb30BaTb CryX0bl MTHOBEHHOrO 06MeHa coobLUeHUsIMI.

11. B "6enbin" cnucok camToB, paspelleHHbIX AMS MOCELIeHUs, BHOCUTE TOMbKO CaWTbl C XOpoLUen
penyTtayuuen.

12. He 3abbiBanTe GecegoBatb € AeTbMu 06 Mx Apy3bsix B IHTepHeTe, Kak ecrm Obl peyb LWia 0 Apy3bsax B
peanbHOW XN3HW.

13. He genante "taby" n3 BONpoCcoB NOSIOBOM XWU3HW, TaK Kak B IHTEpHETEe AETM MOTyT NErko HaTKHyTbCA Ha
nopHorpacduio nnu canTol "gns B3pochbIX".

14. MpuyunTe Balero pebeHka coobliaTb BaM 0 NOObLIX yrpo3ax Unv Tpesorax, CBsisaHHbIX ¢ IHTEpHETOM.
OcTaBaifTecb CMOKOMHLIMW M HAMOMHUTE OETSIM, YTO OHM B 6E€30MacHOCTU, eCnn camu pacckasanu BaM O CBOMX
TpeBsorax. [oxBanuTte Mx 1 NOCOBETYITE NOAONTU eLle pas B NOA06HbIX CryyasX.

Bo3spacTt geten ot 9 oo 12 ner

B paHHOM BO3pacTe LeTun, KaK npaBuno, yxe HachblllaHbl O TOM, Kakad VIHq)OpMaLI,VIﬂ CyLieCTByeT B
MHTepHeTe. COBepLLIeHHO HOpMalibHO, YTO OHU XOTAT 3TO YBMAOETb, MNMPO4YeCTb, YyChbllaTb. I'Ip|/| 3TOM HYXHO
NOMHUTb, YTO HOOCTYN K HeXenartesnbHbIM MarepuaramMm MOXHO Jerko 366HOKI/IDOBaTb npmn nomowm cpencrs
Poautenbckoro KOHTPONA.

CoBeTbl No 6e3onacHocTy Anga geten ot 9 oo 12 net

1. CosganTe CnMcoK AoMalUHMX npaBun nocelwleHus WHTepHeT npu ydactum geten um TpebynTe ero
BbINOMHEHUS.

2. TpebyniTte ot Bawero pebeHka cobnoaeHns HOpPM HaxoXOEeHUS 3a KOMMbHOTEPOM.

3. Habniogante 3a pebeHkom npu paboTe 3a KOMMbLIOTEPOM, Mokaxute emy, Yto Bbl Gecrnokoutech o ero
6e3onacHOCTU 1 Bceraa rotoBbl OkasaTb eMy NOMOLLb.
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4. KomnbloTep C MOAKMHYEHMEM B VIHTEPHET [OMKEH HaxoouTbCs B oOLien KoMHaTe nog npucMOoTpOM
poauTenen.

5. Ucnonb3ayite cpenctea GrOKMPOBAHUA HEXENaTeNbHOro KOHTEHTA Kak AOMOSfHEeHWEe K CTaHdapTHOMY
Pooutenbckomy KOHTPOTto.

6. He 3abbiBanTe npvHUMaTb HENMOCPEACTBEHHOE yyacTue B Xn3Hu pebeHka, becegoBatb ¢ OeTbMu 06 nx
Opy3bsax B MIHTepHeTe.

7. HactamBante, 4Tob6bl A4ETU HUKOTAA HE COrnallanucb Ha NMYHbIE BCTPEYM C APY3bAM U N0 VIHTEPHETY.
8. Mo3BonsanTe geTsam 3axoauTb TONMbLKO Ha canTbl U3 "Gernoro” cnucka, KOTOpbI co3ganTe BMECTe C HUMM.

9. MpuyunTe OeTel HMKOrAa He BblaaBaTb NNYHYIO MHAOPMaLWIO CpeacTBaMM 3MIEKTPOHHOW NOYTbI, YaToB,
CMCTEM MIHOBEHHOro obMeHa COOBLLEHMAAMM, PETUCT paL MO HHbIX POPM, NTUYHBIX NPOdUNEN U NMPU PerncTpaumm Ha
KOHKypCbl B IHTepHeTe.

10. MpuyunTe OeTen He 3arpyxaTb NporpaMmbl 6e3 Ballero paspelueHusi. OBbACHUTE UM, YTO OHW MOTYT
Cry4YaiHo 3arpysuTb BUPYCbI UMW OPYroe HexenaTernbHoe NporpaMMHoe obecrnedyeHue.

11. Co3paiiTe Balwemy peGeHKy orpaHUYeHHYI0 YYETHYIO 3anuch Ans paboTbl Ha KOMMbHOTEPE.

12. MpuyunTe Bawero peGeHka coobLare Bam O NoGbIX yrpo3ax UM Tpeeorax, CBA3aHHbIX ¢ VIHTepHETOM.
HanomHuTe aeTsiM, 4To OHM B 6€30MacHOCTU, ECN CaMU pacckasasiv Bam O CBOMX TPEBOraxX U ONaceHUsix.

13. PacckaxuTe getam o nopHorpadum B UHTepHeTe.

14. HacTtaunBaiiTe Ha TOM, YyTOObl 4ETU NPEAOCTaBNsANN BaM JOCTYMN K CBOEN 3MEKTPOHHOW noyre, YTobbl Bbl
y6eamnmcb, 4To OHM He ObLLalTCAa C HE3HAKOML,aMMU.

15. OGbsicHUTe OEeTsIM, YTO Herb3sl UCMONb30BaTh CETb AMNS XyJIMraHCTBa, pacnpoCTpaHeHUs CrineTeH unu
yrpos.

BospacT getenor 13 no 17 net

B aToM Bo3pacTe NoApOCTKM aKTMBHO UCMOMb3YIOT MOUCKOBbIE MALUUHBI, MOMb3YHTCH SMEKTPOHHOW MOYTON,
cnyx6aMnm MrHOBEHHOTO OOMeHa COOGLLEHUSIMI, CKAUMBaOT My3blky U (unbMbl. Marnbumkam B 3TOM Bo3pacre
Gonblue MO HpaBy CMeTaTb BCE OIPaHUYEHUS, OHU XaxayT rpyboro toMopa, asapTHbIX WUrp, KapTUHOK "ans
B3pocnbix'. [JeBoukM npegnounTaoT oblatbCcs B YaTax, MpM STOM OHU ropasgo Gornee 4yBCTBUTENbHbI K
cekcyanbHbIM JomoraTenscTeam B IHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe POAMTENSIM YKe BECbMa CIIOXHO KOHTPONMpOBaTb CBOMX AETEN, Tak kak 06
NHTepHETE OHU YyXe 3HalT 3HauMTEeNbHO Gonblue CBOMX poauTeneil. TeM He MeHee, He OTnyckalTe OeTel B
"cBoOoaHOE NnaeaHune" no VMIHTepHeTy. CTapaiTech akTMBHO y4acTBOBaTh B 06LLeHNN pebGeHka B IHTepH eTe.

BaxHO no-mpexHemy cTporo cobniogate npaBuna MHTepHeT-GesonacHoCcTM - CornalleHue  Mexay
poouTensMu U geteMu. Kpome Toro, HEOGXOAMMO Kak MOXHO Yalle MpocMaTpuvBaTb OTYETbl O OEeATeNlbHOCTU
feteii B WHTepHete. Cnegyer o6paTuTb BHUMaHWe Ha HEOOXOAUMOCTL COAEpXaHWsl POOUTENbCKUX Naponen
(naponei aAMUHUCTPATOPOB) B CTPOroM CekpeTe U 06paTuTb BHUMaHWe Ha CTPOroCTb 3TUX Naponei.

CoBeTbl No 6e3onacHOCTH B 3TOM Bo3pacTe oT 13 go 17 net

1. Cos3ganite CNMCOK AOMALUHMX NpaBui MnocelleHuss VIHTepHeTa npu ydactum NOApOCTKOB U Tpebyute
©e3ycnoBHOro ero BbiNnosnHeHms. ObroBopute ¢ pebeHKOM CMMCOK 3anpeLleHHbIX CanToB ("YyepHbii CNMCOoK"), Yachl
paboTbl B IHTEpHETE, pyKOBOACTBO NO 06LLeHMto B VIHTepHeTe (B TOM Yncrie B YaTax).

2. KomnbtoTep ¢ nogkmnoyeHnem k cetu IHTEpHET OOMKEH HaxoanTbCs B 0OLLEN KOMHATE.

3. He 3abbiBante GecepoBatb C AeTbMM 06 MX Apy3bsix B VIHTEpHETE, O TOM, YEM OHWU 3aHATbl TaKUM
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obpasom, Byaro peyb MAET O ApY3bsX B pearnbHOM xu3Hu. CnpawmBante o nioasix, C KOTOpbIMK AeTu obLiatoTcs
NocpeacTBoOM Cry>6 MrHOBEHHOrO 06MeHa coobLeHUAMK, YTOOLI yOeanThCs, YTO 3TN NN UM 3HAKOMBbI.

4. Vcnonb3ynte cpeacTtBa GrOKMPOBAHUSI HEXENaTESNIbHOrO KOHTEHTa KaK AOMOSHEeHWE K CTaHO4apTHOMY
Pooutenbckomy KOHTPOTto.

5. HeobGxogumo 3HaTb, KakiMK 4aTamy nonb3ytotrca Bawwu petn. [MoowpsnTe ucnonb3oBaHue
MOAEPUPYEMbIX YaTOB M HAacTaneamnTe, YToObl 4eTU He obLannch B NpMBaTHOM PeXnMe.

6. HactauBaiitTe Ha TOM, YTOGbI € TM HUKOTAA HE BCTPEYanichb JIMYHO C APY3bsAMM U3 CeTU VIHTepHeT.

7. Mpuyunte OeTeit He BblgaBaTb CBOK JIMYHYIO MHGOPMaLMIO CPeACcTBaMU SIIEKTPOHHOM MOYTbI, YaToB,
CMCTEM MIHOBEHHOro 0bMeHa COOBLLEHMAMM, PETUCT paLMOHHBIX POPM, NMYHBIX NPOMUIER U NPU PEFUCTpaUnn Ha
KOHKypCbl B VIHTepHeTe.

8. MpuyunTe OeTeit He 3arpyxaTb nNporpaMmbl 6e3 Ballero paspelleHus. OObACHUTE UM, YTO OHWU MOTYT
Cry4YaiHo 3arpysuTb BUPYCbI UMW OPYroe HexenaTernbHoe NporpaMMHoe obecrnedyeHue.

9. MpuyunTe Ballero pebeHka coobliaTb Bam 0O NOOLIX yrpo3ax Un TpeBorax, CBA3aHHbIX C MIHTepHeToM.
HanomHuTe Oetam, 4to oHM B Ge3onacHoCTW, ecrnM camu pacckasanu Bam, O CBOMX Yrpo3ax UMM TpeBorax.
MoxBanuTe UX U NOCOBETYIWTE NOAONTM eLle pa3 B NOAOGHLIX Cryyasx.

10. Pacckaxute getam o nopHorpadun B WHTepHete. MNomornte um 3awmtutbca OT cnama. Hayunte
nogpocTkoB He BblgaBatb B WHTepHeTe CBOero peanbHOro OneKTPOHHOro agpeca, He OTBeyaTb Ha
HexxenaTternbHble MMCbMa 1 UCNOMb30BaThb cneLmarnbHble MOYTOBLIE (PUNLTPbI.

11. MNpuyunte cebsa 3HaKOMUTLCA C cariTaMn, KOTOpPble MOCELLAOT NOAPOCTKM.

12. Hayunte geten yBaxartb ApYrnx B UHTEpHeTe. YOeanTech, YTO OHM 3HAKOT O TOM, YTO NpaBusia XopoLlero
noBedeHWs 4ENCTBYIOT BE3AE - AaXe B BUPTyallbHOM MUpeE.

13. OObsicHUTE [OeTaM, 4YTO HM B KOEM Ccryvae Henb3sd ucnomnb3oBatb CeTtb ANd  XynuraHcTea,
pacnpoCTpaHEHWs CMETEH UK Yrpo3 APYrMM FOasM.

14. ObcygnTe ¢ nogpocTkamm Npobrembl CeTEBLIX a3apTHbBIX UMP Y UX BO3MOXHbIA pUCK. HanomHuTe, 4ro
OEeTU HE MOTYT UrpaTb B 3TU UTPbl COMacHO 3aKOHY.

MoCTOSIHHO KOHTPONMPYITE Ucronb3oBaHue VHTepHeTa Bawmm pebeHkom! 310 He HapyLleHue ero fIMYHOro
NMpPOCTpaHCTBa, a Mepa NpeaoCcTOPOXHOCTU 1 NposiBrieHne Baluei poanTenbckoi 0TBeTCTBEHHOCTU U 3a60Thl.
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